= KB SANDBOX ACCOUNT DIRECT ACCESS API

SANDBOX ACCOUNT DIRECT ACCESS API

Account Direct Access APl (ADAA) service provides a SANDBOX version as a demonstration for
development and testing purposes. This document describes how to use ADAA SANDBOX.

We shall be pleased to answer your questions at api@kb.cz.

Postman collection for Sandbox. For more examples see htips:/github.com/komercka/adaa-
client/wiki/Sandbox.

SANDBOX REQUIREMENTS

o API key for access to SANDBOX versions of APIs; generate API key and subscribe API
(OAUTH2 SOFTWARE STATEMENT SANDBOX API, OAUTH2 SANDBOX API and
ACCOUNT DIRECT ACCESS SANDBOX API); for more information see Sandbox APl manual

e Authorization code to obtain an access token (authorization code is generated by KB Test
login page, see below - STEP 2)

e Access token for ADAA service API (obtain access token by OAUTH2 SANDBOX API, see
below - STEP 3)
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KB SANDBOX ACCOUNT DIRECT ACCESS API
STEP 1 SOFTWARE STATEMENT

This STEP is optional for sandbox API (note: software statement is not validated; in production APl it is
necessary for authentication during application registration process).

OAUTH2 SOFTWARE STATEMENT SANDBOX API Request parameters, endpoint /software-
statements

x-client-cert Fill “valid-certificate” (sandbox accepts this value as a valid client
certificate)

STEP 2 OAUTH2 REGISTRATION

The process of registering application with the bank is subject to client’s consent to the operation. Web
service calls are used for this purpose (following the consent and application registration). Your
application should support an embedded browser.

Registration URI must be opened upon client’s initiative, through which the client logs in with the bank,
assigns a name to the application instance, and signs the operation. Registration parameters are sent
to the banking URI via HTTP GET in a parameter (registrationRequest) as a JSON form in the
BASE64 format; see an example below.

{

"clientName": "ExampleClient",

"clientNameEn": "ExampleClient",

"applicationType": "web",

"redirect_uris": [
"https://client.example.org/callback-backup",
"https://client.example.org/callback"],

"scope": ["adaa"],

"encryptionAlg": "AES-256",

"encryptionKey": "MnM1djh5L0I/RShIKO1iUWVUaFdtWnEzdDZ30XokQyY=",

"softwareStatement":
"eyJhbGciOiJSUzI1NiJ9.ey)pc3MiOiJLb21lcsSNbsOtIEJhbmthIFRFU1QILCIpYXQiOjE2NDKOMDY4N]EsImV4cCI6EMT
Y2NTEzMTY2MSwidmVuZG9yTmFtZSI61kV4YW1wbGVPcmdhbmlI6YXRpb24iLCI2ZW5kb3JSZWdpc3RyYXRpb250
dW1izXIliOilxMjMONTYiLCJzb2Z0d2FyZU5hbWUiOiJFeGFtcGxIQ2xpZW50liwic29mdHdhcmVOYW1IRW4iOiJFeGF
tcGxlQ2xpZW50liwic29mdHdhecmVIZCI6IMIANTAdMMTcINDZhMDQzODhiMmJkMmYwMDIINTAOOThIliwic29md
HdhcmVW2ZXJzaW9uljoiMS4wliwic29mdHdhcmVVemkiOiJodHRwczovL2NsaWVudC5leGFtcGxILm9yZylsInJIZGly
ZWNOVXJpcyleWyJodHRwczovL2NsaWVudC5leGFtcGxILm9yZy9jYWxsYmFjaylsImhOdHBzOi8vY2xpZW50LmV4Y
W1wbGUub3JnL2NhbGxiYWNrLWJhY2t1cCldLCIOb2tlbkVuZHBvaW50QXV0aE1lldGhvZCI6imNsaWVudF9zZWNy
ZXRfYmFzaWMIiLCIncmFudFR5cGVzljpbImF1dGhvemlI6YXRpb25fY29kZSIsInlIZnllc2hfdGI9rZW4iXSwicmVzcG9uc
2VUeXBlcyl6WYylJjb2RIIl0sIn)IZ2lzdHIhdGlvbkJhY2tVecmkiOiJodHRwczovL2NsaWVudC5leGFtcGxILm9yZy9iYWNrd
XJpliwiY29udGFjdHMIOlsiZW1haWw6IGV4YW1wbGVAZXhhbXBsZS5jb20iXSwibG9nb1VyaSI6lmh0dHBzOi8vY 2x
pZW50LmV4YW1wbGUub3JnL2xvZ28ucG5nliwidG9zVXJpljoiaHROCHM6LYy9jbGlIbnQuZXhhbXBsZS5vemcvdG9zli
wicG9saWN5VXJpljoiaHROcHM6Ly9jbGlibnQuZXhhbXBsZS5vemcveG9saWN5IN0.kR3WEXUivTiN3u7SbjHSVVMA4i
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KB SANDBOX ACCOUNT DIRECT ACCESS API

nQrvnCKvxXtUtnFHs95-HEIAXEjxolbZUi60x_DZSpMfd1rvABWXhkc9bzpjlDUVsOq9YdDnWotjnQSr-
VhJiIADVD7r7NPhNEbO-HobGmyel1loph7ZjRE31pPPJI-
_XUVk8XTXJ7TsKmBIrfpXNTpSftOnOP2z5QSyd2DddA2RUVOqPfeEOTA7tHK3C8jLFpRdveuQzT2BSKdVvW6yc22TkB
KSr5bDCDQHrNj_slJuA2aj91tZng5KaN8XIW_FtpnlhTW1LMoHiHUNuOCOmMNdZtvp6A0dNg_SlpHaYcM75xE7IM
mGr0Ocy2lvy-Ow"

}

REQUEST

https://api.kb.cz/open/api/sandbox/client-registration-
ui/vl/saml/register?registrationRequest=ewogICAgImNsaWVudE5hbWUi0iAiRXhhbXBsZUNsaWvVudCIsCiAgIC
Ai1Y2xpZW50TmMFtZUVuUIjogIlkV4YWlwbGVDbGl1bnQiLAogICAgIMFWwcGxpY2F0aWOuVHIwZSI6ICJ3ZWIiLAogICAgIngl
ZGlyZWNOVXJpcyIl6IFsiaHROCHM6Ly99bGl1bnQuzXhhbXBsZS5vemevY2FsbGIhY2siXSwKICAGICIzY29wZSI6IFSiYW
RhYSJdLA0ogICAgImVuY3J5cHRpb25BbGciOiAiQUVTLTIINIIsCiAgICAIiZWS5jcnlwdGlvbkt1leSI6ICINbkOxXZGpoNUww
SS95U2hJSzAxaVVXVIVhRMROV25FemREWINPWGIrUX1ZPSIsCiAgICAIc29mdHdhemVTdGFO0ZW11bnQi0iAiZX1KaGJHY?2
1PaUpTVXpJMUSPpSjkuZX1KcGMzTW1PaUpMY jIxbGNzU05ic090SUVKaGItdGhJR1JGVTFRaUxXDSNBZWFFpT2pFMk5EazBN
REkOTmpFc0l1tVjRjQOk2TVRZMKkS5URXpNVFkyTVN3aWRtVnVaRz15VG1IGdFpTSTZJalY0OWVexd2JHVIBjbWRoYm1sN11YUn
BiMjRpTENKM1pXNWt iMOpTW1dkcGMzUnl ZWFJwYjI1T2RXMWlaWE1pT21JeE1gqTTBOVE 1 pTENKemI yWjBkMkZ5W1U1aGJIX
VW1PaUpGZUdGAGNHeGxXxRMnhwiWlc1IMEl1pd21jMjltZEhkaGNtVk9ZVzFsUlc0aU9pSkZ1R0Z0Y0d4bFEyeHBaVzUwSW13aW
MyOW1kSGRoY21WS1pDSTZJIbUkOT1RkbU1UYZFORFpoTURRek9EaG1NbUprTW1Zd01EbGLOVEEWT1RobEl1pd21iMjltZEhk
aGNtV1daWEp6YVe5dUlgb21NUzZR3SW1 3aWMyOW1 kSGRoY21WVmNta2lPaUpvZEhSd2N6b3ZMMk5zYVAWAWRDNWx1R0Z0OY0
d4bExt0X1aeUlzSWS5KbFpHbH1aV04wV1hKcGNS5STZXeUpvZEhSd2N6b3ZMMk5zYVAWAWRDNWx1R0Z0Y0d4bExtOX1laeTlg
WVd4clltRmpheUlzSW1oMGRIQNpPaTh2WTJ4cFpXNTBMbVYOWVexd2JHVXViMOpuTDJOaGJHeGlZVO5yTFdKaFkydDFjQ0
PkTENKMGIydGxialZlWkhCAdmFXNTBRWEYwYUUxbGRHaHZaQ0k2SW10c2FXVnVkRj16W1d0eVpYUmZZbUZ6YVdNaUxDSm5j
PUZ1ZEZSNWNHVnpJanBi SW1GMWRHaHZ jbWw2WVhScGIyNWZZMjlrWlNJc0luSmxabkpsYzJoZmRHOXJaVzZRpWEN3aWNtVn
PJRz11YzIJWVWVYQOmxjeUk2V31KamIyUmxJbDBzSW5KbFoybHpkSEpoZEdsdmJr SmhZMnRWY21raU9%pSm9kSFJI3Y3pvdkwy
TnNhV1Z1ZEM1bGVHRNRjR3hsTG05eVp50W1ZV0O5yZFhKcEl1pd21ZMjl1ZEdGamRITW] PbHNpWlcxaGFXdzZJR1YOWVcxd2
JHVKFaWGhoY1hCclpTNWpiMiBpWEN3aWJHOWSiMVZ5YVNJINk] taDBkSEJ6T2k4d1kyeHBaVzUWTGIWNF1XMXdiR1V1YjJNK
bkwyeHZaMjhlY0clbklpd21kRz16V1hKcE1gb2lhSFIwYOhNNkx50WpiR2xsYm5RAVpYaGhiWEJzWIMIdmNtY3ZkRz16SW
13aWNHOXNhV041V1hKcEl1gb21lhSFIwYOhNNkxS50WpiR2xsYm5RAVpYaGhiWEJzWIM1dmNtY3ZjRz1zYVAONU1uMC5rUjN3
RVhVaXZUaU4zdTdTYmpIUl ZWTTRpblFydm5DS3Z4WHRVAGSGSHMONS 1 IRULIBWEVgeG9sY1pVaTZPeFI9EWINWwTWZkMXJ2QU
JXWGhrYzlienBgSkRVVNNPcT1ZZERuV290ambRU3ItVmhKaUFEVkQ3c]jdOUGhORWIPLUhvYkdteWVKMWOwaDdaalJFMzFw
UFBKbC1feHVWazh4VFhKN1RzS21CSXJmcFhOVHBTZnQwbjBOMnolUVN5ZDJEZGRBM1 JVViBxUGZ1RTBUQTA0SEszQzhgTE
ZwUmR2ZXVRelQyQINLZFZ2VzZ5YzIyVGtCSINyNWIJEQORRSHJOal 9zbEplQTJhajkxdFpuZzVLYU44WGxXX0Z0cG5saFRX
MUxNbOhpSHVOdUSDUW1OZFpO0dnA2Q0TBkTnFfU2xwSGFZY003NXhFNOpNbUdyME9jeTIsdnktT3ciCn0=

RESPONSE:

https://client.example.org/callback?salt=rrU94Nc3Z6gPBQV3&encryptedData=WR-
euAwW6XHge5iEPKJE66YTOOSuHir57kkI3Fb6FCE30VIPBz9Kdeck511i6xaAUJQdy7Ih90v LuHn7nHiGhHvgsh3Dj8wYKs
mES2PG4x73UD7843SIc5apwUhHEE uR9iS9EB3CvwPty4y4YyniTT1J5WS1yYg2DgXVbo3£fi31XArQG-
pptuaMdbFj3uftXTdvdpWJZ5JIBNX1zGg48YQYgUerajl9gx717AkilZsvNGw IYCB8oEMEFEfk-
Rn2UToJd5pmuPgpdwGecCaF52z7 kxyknDVsr2p6éuedypTqJheGAMIcXKQ-
Vs2ig55AWR61k8TttvruPg4LETbPk60xZ2X0xuveJGIkHVLU7k5WKDXCcS—

VX SwFXYHrxFaaODDOONT8rSmozQso gB5rtR4J1b2dbhvUg7pUG2nZMs8BSmOX ry2dug7t8XYxxE9pdfTZb4KWzLzOh—
MeDB-NcWRSg8fG4AXZV41sDLX1GVbGms5nwxOky5phvr8i2Ks-vx750CBC6MCpLO0d1lsHI-8CSX-
PEd7NzMiIbLUuAWUOhAf461H1IgGINdr 9oFovpgTEZxy1lbIyLXFhYTVP8rWiQZYixckEHhY7E1SiziJjLd3to8EqiAviNuzy
2gEdzn cmKYXWIWVT4L2AAswhmtHw 2G0tGvW-YXv5K -
ZM18WGSECaw4v6CbyA8VerEiLO0GOAaZSfdxzNez3mvsljsO0rmHOKBU-pQWbY6MnNdxfXOuK PelLQ0ltaU-
1UVyr3t41aRNmBPk6pAlgFXGu3Z rlvJjwGs60T10HQTi60AeMVUQNS50PhCPHNZdkQ3LsxnMzaQ7WXgxNY2riC150ad0Wy
1od1gKZuVToMLPAY6hu0fDxseZvKn64bGbRZ2ZUrd-

cZ ihDKm6pADwfgONv6905SctWMYBeakihAIvIWb8083aySxhR1J8tdPsgy3RB3PvpULA——
JWmBiXtIBtHmg80TAMYYwxP0Oa31l9xblONIgAOSGNMW7OM1wfbmROsCNPIMS £gINkZKzRUWVyaJnPOJmMAMMHya3AxGsK9ZD
52§ ZFaFcMThyW1TGCnOY5c5FtgBiuYbbiIBp0O9JDBI1II3NS4Q71e3uv3Wc6ipUZSzkaeGBXMt -

yOS 56Gd3yrz7 Vgf5yHyVgGAKAyWnD7cIFvShts bbT30ZzoS ZxWSSucreTfjpQ0TXM7kXn
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DECRYPT RESPONSE
Encryption algorithm; AES-256 (AES/GCM/NoPadding) .

{

"application_type": "web",

"redirect_uris": [
"https://client.example.org/callback-backup",
"https://client.example.org/callback" ],

"client_name": "ExampleClient",

"client_nametten-US": "ExampleClient",

"logo_uri": "https://client.example.org/logo.png",

"policy_uri": "https://client.example.org/policy",

"tos_uri": "https://client.example.org/tos",

"contact": "example@example.com",

"contacts": [

"example@example.com" ],

"scopes": [

"adaa" ],
"scope": "adaa",
"response_types": [
"code" ],

"response_type": "code",

"grant_types": [
"refresh_token",
"authorization_code" ],

"subject_type": "public",

"token_endpoint_auth_method": "client_secret_basic",

"require_auth_time": false,

"bin": "123456",

"client_id": "ExampleClient-6303",

"client_secret": "bUfDQ1fMmfaSIZBZXIxBOQ",

"api_key": "NOT_PROVIDED",

"registration_client_uri": "https://caas.kb.cz/openam/json/caas/api/oauth2/register/ExampleClient-6303",

"client_id_issued_at": 1649407196}
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KB SANDBOX ACCOUNT DIRECT ACCESS API

STEP 3 AUTHORIZATION CODE

a. open KB test login page (TPP app must be OAUTH2 compatible)
b. enter random client’'s name, authorization code will be sent to redirect_uri

KB OAUTH2 TEST URI:

https:// api.kb.cz/open/api/sandbox/oauth2-authorization-ui/v2/?response_type=code&client_id=
client&redirect_uri=REDIRECT_URI&scope=adaasstate=xyz

[t st

response_type Type of return value, always fill ,code®.
client_id OAuth2 agent ID — TPP application name (choose any value).
redirect_uri Back URL for sending an authorization code (i.e.

»https://mycompany.cz®).
scope Authority scope, for ADAA always fill ,adaa“.
state Used for Cross-site request forgery prevention (choose any value).

Note: Unsupported parameters route to bad request. Parameter state will be sent back to redirect_uri.

KB OAUTH2 TEST login page:

Client authentication — test version

Note: This is test page for sandbox APL Authorization code is generated from entered data
{name of test client).

Use authorization code in related API services (see sandbox manual of related API services).

Client 1

Generate authorization code

The authorization code will be sent to your redirect_uri; auth. code will be sent in code parameter.

https://mycompany.cz?code= eyJ1c2VySWQIiOiJLbGlIbnQgMSIsInNjb3BIlcyl6WyJlaWQiXX0

STEP 4 TOKENS

a. use OAUTH2 SANDBOX API to obtain an access token
b. save access token for ADAA SANDBOX API

OAUTH2 SANDBOX API Request parameters, endpoint /access-tokens

Komeréni banka, a.s.
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KB SANDBOX ACCOUNT DIRECT ACCESS API

code Received authorization code, see STEP 2.

client_id OAuth2 agent ID — TPP application name (choose any value).
client secret OAuth2 agent ID password — for SANDBOX fill ,password”.
grant_type Code type, fill ,authorization_code*.

You will receive access token in response. Sandbox access_token is valid for 1 hour (3600 seconds).
STEP 5 DATA FROM ACCOUNT

Use ACCOUNT DIRECT ACCES SANDBOX API for test data:

a) use endpoint accounts to get ID for your accounts,
b) use endpoint History/Balances with account_id.

ACCOUNTS

Before you can obtain transaction history or account balance, you need to obtain account ID for
requested IBAN account. For this purpose, you need to use endpoint account.

You can store Account ID

Request parameters:

api_key API key generated by API Portal, for more information see Sandbox
API manual
access_token Received authorization code, see STEP 3

Komeréni banka, a.s.
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= KB SANDBOX ACCOUNT DIRECT ACCESS API

TRANSACTION HISTORY
If you have account ID, you are able to get transaction history.

Request parameters:

api_key API key generated by API Portal, for more information see Sandbox
API manual

access_token Received authorization code, see STEP 3

account_id Depend on this parameter you get different response. See table below.

Sandbox values:

CZ1301000901147771800227 200 History for IBAN
CZ1301000901147771800227

CczK

CZ6101000900930790180287 200 History for IBAN
CZ6101000900930790180287

CczK

CZ4401000901148096130227 200 History for IBAN
CZ4401000901148096130227

CzK

CZ9601000901148066540217 200 History for IBAN
CZ9601000901148066540217

CZK

CZ6801000901147826700267 200 History for IBAN
CZ6801000901147826700267

CzK

CZ1150516924342117676733 403 Error code:

CzK ACCOUNT _IN_BLACKLIST

SK7556422734758296432987 403 Error code:

EUR ACCOUNT_ACCESS_DENIED

CZ7630300000001023556014 404 Error code:

CZK ACCOUNT_NOT_FOUND

Other IBANs
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KB SANDBOX ACCOUNT DIRECT ACCESS API

BALANCES
If you have account ID, you are able to get account balance.

Request parameters:

api_key API key generated by API Portal, for more information see Sandbox
APl manual

access_token Received authorization code, see STEP 3

account_id Depend on this parameter you get different response. See table below.

ACCOUNT STATEMENT - METADATA:

If you have account id, you are able to get list of statement ids (id of specific PDF file) belongs to
specific account.

Request parameters:

api_key API key generated by API Portal, for more information see Sandbox
API manual

access_token Received authorization code, see STEP 3

account_id Depend on this parameter you get different response. See table below.

Sandbox values:

Same as Transaction history.

ACCOUNT STATEMENT — PDF FILE:
If you have statement Id, you are able to get specific PDF file (statement).

Request parameters:

api_key API key generated by API Portal, for more information see Sandbox
API manual

access_token Received authorization code, see STEP 3

account_id Depend on this parameter you get different response. See table below.

statement_id ID of specific PDF file.
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NOTITFICATION OF CHANGES ON THE ACCOUNT
To receive notifications of account changes, you must complete the following steps:

1. register to receive notifications
o part of the registration is the transfer of the URL address of the above API (for
sending natifications)

2. implement on its side the API to which notifications will be sent
o KB will call this API if a change is detected on the account
o KB will only provide information on the number of changes, for specific data, it is
necessary to download the transaction history

You can have unlimited registrations for notifications.

Request parameters:

api_key API key generated by API Portal, for more information see Sandbox
API| manual

access_token Received authorization code, see STEP 3

account_id Depend on this parameter you get different response. See table below.

eventApiUrl API address for receiving notifications, see above

Your API must be implemented based on adaa-event-api.yaml

eventApiKey API key for calling API for receiving notifications

If use vslue "no valid", your subscription be created
wihtout validation target url in eventApiUrl

After creating the subscription we will try to send a notification to your eventApiUrl

Request

curl --location --
request POST 'https://api.kb.cz/open/api/sandbox/adaa/vl/accounts/QloxMzAXMDAWOTAXM
TQ3NzcxODAwWMJ I30kNaSw/transactions/event-subscriptions' \

--header 'x-correlation-id: b82266ff-31f1-4£f89-9c20-ff041251a7eb"' \

--header 'x-api-key: Bearer el18345le-cbc8-368c-adal-3058alacebfc' \

--header 'Content-Type: application/json' \

header 'Authorization: Bearer eyJ0eXAiOiJKV1QiLCJhbGciOiJIUzI1INiJ9.eyJzdWIiOiJLQkI1E
PTEWMjU3NjYWOSIsImF1ZG10VHIhY2tpbmdJZCI6ImQ3NDEYyZmULILWZ1INzMtNDkONS1iNz1jLTBiYWYwWMTI
3MTI1ZCIsImlzcyI6Imh0dHBz018vbGI9naWdua2IluY3ovb3BlbmFtL29hdXRoMiIsInRva2vuTmFtZSI6Im
FjY2Vzcl90b2t1lbiIsInRva2VuX3R5cGUi01iJCZWEFyZXI1iLCIJhdXROR3JhbnRJIZCI6IJZhY2M3NjF1LWE4N
MUENGRiNSO4NThhLWRIMGZmY JMOMIMOMSIsImE1ZCI6I1NhbmRib3hDbGl1bnQtMTMzNyIsIm5iZiI6MTYO
OTkONJEONywic2NvcGUiO1lsiYWRhYSIsImIJwaXNwIliwiY2FyZF9kYXRhI10sInJlYWxtIjoiLyIsImV4cCI
6MTk0OOTk0OOTcONywiaWF0IjoxNjQ50TQ2MTQ3LCIleHBpecmVzX21uljozNjAwMDAWLCIqdGkiOiIXNIR]Zm
VhOCOONJBmLTQWY2EtYTEOYyliZTU2YZzZmNWIwYzYifQ.S1xg9Ex7ThEjorDNt79P0aghlYylHrubkTJiQqg9
0SvBY' \
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KB SANDBOX ACCOUNT DIRECT ACCESS API

--data-raw '/{
"eventApiUrl": "https://client.example.org",
"eventApiKey": "no valid"

} A\l

{
"eventApiUrl": "https://client.example.org",
"eventApiKey":

}

Response

{
"subscriptionId": "18fal7b0-3c9%9a-4391-blcc-dcae92651647",

"eventApiUrl": "https://client.example",
"eventApiVersion": "1.0",
"status": "ACTIVE"

—

YOUR API TO RECEIVE NOTIFICATIONS

Objective Notification Subscription API

Type REST API service

Called API [POST], https://company.org/event-api/vl

Requirements The structure of the API corresponds to the example of github

Request data subscriptionld (id assigned within the registration for subscription of notifications),

eventCount (number of changes)

Response data Information on receipt of naotification.

The endpoint is used to receive a notification when there is a change in the account (new event in the
transaction history). The API issues a natification to the recipient (third party). The main benefit of this
solution is that there is no need to regularly download the transaction history to identify the change. The
download can be performed only at the moment of obtaining the notification from KB.

You can see example https://github.com/komercka/adaa-eventapi-spring-boot-example
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