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5. Odporucanie pre Aplikaciu Profibanka
l. Technické podmienky sluzby Profibanka
5.1 Pre pripad hardwarovej alebo softwarovej chyby pocitaca sa
1. Spracovavané objemy dat odporu¢a pravidelné zalohovanie databazy. Po reinstalacii
N ) . e Aplikacie Profibanka je mozné data ztejto zalohy obnovit.
1.1 Sluzba PB Profibanka je uréena Klientom so 100 - 3 500 V opagdnom pripade mozno Aplikaciu Profibanka jednoducho
pla’tobnyr_nl prlkazm_l (vstgpml) a 20,(_{; 7 090 transakcm’lml reinStalovat a znovu sprevadzkovat, ale bez histérie transakcii a
(vystupmi) za mesiac. Klientom s vacsim poltom platobnych daldich dat (napr. $ablon platobnych prikazov), okrem dat aktualne
prikazov alebo transakcii je potrebné zavedenie Sluzby PB dostupnych na serveri Banky.
Profibanka dohodnut individualne.
.. 5.2 Malym Klientom posta¢i mesacné zalohovanie databazy, stredne
2. Poziadavky na hardware velkym Klientom sa odporu¢a castejSie zalohovanie (napr.
2.1 Na disku, kde sa in3taluje Aplikacia Profibanka je potrebnych 2 GB tyzdenné). Odporica sa udrzZiavat posledné dve verzie zalohy,
volného miesta, na disku, kde je umiestneny adresar TEMP je prlpadnfa v_dvpch kOP'?Cf) (t. poslet_ﬂnu e}prgdposlgdpu, Vaesi
potrebnych 800 MB volného miesta, na systémovom disku je pqcet h|stlor|ckych verzii zaloh alebo viac kopii jednotlivych verzii
potrebnych 2 GB volného miesta. zéloh nie je potrebny).
2.2 Pozadované volné miesta na disku sa nescitavaja, ide s LA f = .
o maximalne poZadované miesto pre dany disk (t.j. na disku, kde Ll e e
sa inStaluje aplikacia Profibanka a kde je zarovef umiestneny 1. Poziadavky na software
systém i adresar TEMP je potrebnych 2 GB volného miesta). Pri
intalacii sa vykonava kontrola volného miesta na disku. Pokial 1.1 KB SKyline je funkéna na mobilnych telefénoch a tabletoch
kontrola dopadne negativne, inStalacia nepokracuje. s operacnym systémom Android 9.0 avys$si, iOS 16.0 a vyssi,
iPadOS 16.0 a vy$8i a MacOS 13 a vyssi.
2.3 Samotna Aplikacia Profibanka, vratane systémovych komponentov,
potrebuje priblizne 1-8 GB volného miesta.
1. Podporované citacky Cipovych kariet
2.4 Na pevnom disku musi byt vzdy najmenej 2 GB volného miesta.
1. Zoznam podporovanych ¢itaCiek Cipovych kariet pre aplikaciu
2.5 Databaza s5 000 platobnymi prikazmi a 10 000 transakciami Profibanka kanal je uvedeny na adrese: www.kb.sk. Podporovana
(pohyby na Ucte) zabera cca 100 MB je iba verzia Cryptoplus 2.2 a 3.0.
3. Poziadavky na software 2. Pre spravne fungovanie ¢&itatky Cipovych kariet musi byt
3.1 Aplitk’écia Profibanka je podporovana pre nasledujice opera¢né gg:jnpsct)?clsl\;anr})é:%fittv;/zi;ekﬁrggg;:gij: ;iégﬁ%if&;ﬁfﬁ sllrg-stalame
systémy:
= MS Windows 10, 32 i64 bit verzia (Len Geska, slovenska 3. Citacka &ipovych kariet musi spifiat nasledujlice poZiadavky
alebo anglicka jazykova verzia) Pozn. pre 32 bit verziu je i ) )
nutné pouzit poslednut verziu indtalatoru s SQL Server 2014 Podporované OS Windows 10, Windows 11
Express APl's Microsoft PC/SC + ovladace
= MS Windows 11, 32 164 bit verzia (Len Geska, slovenska Standardy/certifikacia ﬁgﬁg{%ﬁwﬁé’4,42%3225 Vc\;ﬁgﬁ?nf:tt,i
alebo anglicka jazykova verzia) (WHQL), Windows Logo Program WLP 2.0
* vo vietkych operaénych systémoch musia byt nainitalované Smart-card interface | Podpora 1ISO7816 Class A, B and C (5V, 3V,
najnovdie bezpecénostné aktualizacie, resp. musia mat zapnutd 1.8V) L
sluzbu Windows Update. Podpora vSetkym ISO7816 TA1 param. (up
to 344 Kbds)
3.2 Aplikacia Profibanka je podporovana pre nasledujice prehliadace: Citanie za zapis do vsetkych ISO 7816-
1,2,3,4 microproc. kariet, T=0 and T=1
= MSEdge (memory cards support upon request)
« . o ) S e Short circuit detection.
33 Ln;ftl)zzgly S;;rsotgrniméQLAggl:j;azo1F;r.of|banka dalej nainStaluje ISO location, guarantee for 1.00’000 inseftion
cycles - EMV level 1 mechanically compliant.
3.4 Aplikacia Profibanka musi byt nainstalovana na pevnom disku Embossed smart cards are supported.
poditaga Klienta len raz na lokalny disk (sietova verzia nie je Host Interface USB (type A connector)
k dispozicii). https://kb.sk/sk/on-line-sluzby/ceritifikat-
profibanka#i-767
3.5 Akékolvek zmeny Aplikacie Profibanka (napr. kopirovanie alebo Security levels Eurépa: EN60950
presunutia Aplikacie Profibanka) mézu mat za nasledok jej Vyhoda:l[EC950: 1991, Am,3: 1995
nefunkénost a to i skryti (mdze sa napr. prejavit az pri aktualizacii USA: UL1950 , tretia edicia, 28.7.1995
Aplikécie na vyssiu verziu). Kanada: CSA950
3.6 Podmienkou Uspesnej indtalacie Aplikacie Profibanka je tieZ Zodpoveda direktive 73/23/EEC
korektna inStalacia sietovych komponentov - klient siete Microsoft e o .
a TCP/IP protokol. 4. DalSie poziadavky:
m  komunikuje s ¢ipovou kartou MUjKIi¢;
3.7 Pre spravne fungovanie Aplikacie Profibanka je potrebné mat S e
v MozZnosti Internetu povolené pouzivanie ActiveX, skriptovania ®  umoZiije &ltanie i zapis;
a suborov cookie (Standardne zaistuje inStalaény program). m  podporuje PKCS#11;
4. Poziadavky na komunikaciu m  podporuje MS rozhranie pre kryptografické operacie.
4.1 Ak su pouzivané restrikcie pre pristup a komunikaciu s Internetom IV. Zaverec¢né ustanovenia
(proxy, firewall), je nutné povolit  https:/*kb.cz a
https:/mujprofil.kb.cz 1. Banka je opravnena jednostranne zmenit Technické podmienky.
O zmene Technickych podmienok informuje Banka Klienta
4.2 KomerCni banka nerieSi nastavenie proxy servera na strane najneskér 1 mesiac pred datumom ich UGcinnosti, s vynimkou
Klienta. zmeny datového formatu, ktoré oznamuje najneskér 3 mesiace pre
datumom ich u¢innosti.
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KB Technické podmienky pre uzivatelov

sluzby Profibanka a KB Skyline

2. O novych Technickych podmienkach s uvedenim ich uginnosti
a odkazom na ne (s moznostou ich ziskania) je Klient informovany
prostrednictvom vyvesky pred prihlasenim do prislusnej aplikacie
a na webovych strankach Banky.

3. Poskytovanie Sluzby PB Profibanka bude prebiehat podla
aktualizovanych Technickych podmienok.

4. Klient je povinny akceptovat Technické podmienky po celu dobu
trvania zmluvného vztahu vzniknutého na zaklade prislusnej
zmluvy o poskytovani priameho bankovnictva, inak Banka neméze
garantovat kvalitu Sluzby PB Profibanka.

5. Pojmy s velkym zaciato€nym pismenom su v tychto Technickych
podmienkach pozivané vo vyzname uvedenom v Podmienkach pre
poskytovanie a vyuzivanie priameho bankovnictva vydanych
Bankou.

6. Tieto Technické podmienky nahradzuju Technické podmienky zo
dna 20.8.2023.

7. Tieto Podmienky nadobudaju G¢innost diia 1.11.2024.
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I. Technical conditions for the Profibanka service 5. Recommendations for the Profibanka Application
1. Volumes of data processed 5.1 For the event of defects to the computer’'s hardware or software,
regular backup of the database is recommended. After
1.1 The Profibanka Direct Banking Service is designed for clients reinstallation of the Profibanka Application, it is possible to refresh
with 100 — 3,500 payment orders (inputs) and 200 — 7,000 the data from this backup. If no backup is made, the Profibanka
transactions (outputs) per month. Establishment of the Profibanka Application can be simply reinstalled and set into operation again
Direct Banking Service must be agreed on individually for clients but without the transaction history and other data (e.g. payment
with a greater number of payment orders or transactions. order templates), except for the data currently available on the
Bank server.
2. Hardware requirements
) . . ) 5.2 Monthly backup of the database is sufficient for small Clients. More
2.1 2 GB of free space is required on the disk where the Profibanka frequent backup is recommended for medium-sized Clients (e.g.
Application is installed, 800 MB of free space on the disk where the weekly). It is recommended that you keep the last two versions of
TEMP dlrectt_)ry is located and 2 GB of free space is required on the backup, possibly in two copies (i.e. the last and the last but
the system disk. one; a greater number of older versions of backups or more copies
2.2 The required amounts of free space on the disk are not added, this of individual versions of backups s not essential).
is the maximum required space for the disk in question (i.e. 2 GB of
free space is required on the disk where the Profibanka Application Il. Technical conditions for the KB SKyline service
is installed and where the system and TEMP directory is also .
located). A check is performed of free space on the disk during 1. Software requirements
installation. If th It of the check i ti installation i
Ic:}:cirii:'?l:]ed © result of the check Is negative, Instafiation Is 1.1 KB SKyline service will work in mobile telephones and tablets with
’ the operating systems Android 9.0 or higher and iOS 16.0 or
2.3 The actual Profibanka Application, including system components, higher, iPadOS 16.0 or higher and MacOS 13 and higher.
requires approximately 1-8 GB of free space.
2.4 There must always be at least 2 GB of free space on the hard disk. lll. Supported chip card readers
2.5 The database with 5,000 payment orders and 10,000 transactions 1. Alist of supported chip card readers for the Profibanka Application
(movements in the account) takes up approx. 100 MB. can be found at www.kb.sk. The supported versions of CryptoPlus
are 2.2 and 3.0.
3. Software requirements . .
2. KB CryptoPlus software must be installed for chip card readers to
3.1 The Profibanka Application is supported for the following operating function correctly. This is included in the installation pack for
systems: supported readers. The installation pack can be found at
. . . www.kb.sk.
m MS Windows 10, 32 or 64 bit version (Only the Czech, Slovak
or English language versions). Note: For 32 bit version it is 3. The chip card reader must meet the following requirements
necessary to use the latest version of the installer with SQL
Server 2014 Express Supported OS Windows 10, Windows 11
s MS Wir.ldOWS 11, 32 or 6.4 bit version (Only the Czech, Slovak APl's Microsoft PC/SC + drivers
or English language versions) Standards/certification | ISO/IEC 7816-12,3,4: IC Cards with
* all operating systems must have the latest security updates contacts
installed or Windows Update must be turned on. Microsoft Windows Hardware Quality Labs
3.2 The Profibanka Application is supported for the following browsers: , (WHQL), Windows Logo Program WLP 2.0
Smart-card interface Support for ISO7816 Class A, B and C (
m  MS Edge 5V, 3V, 1.8V)
3.3 The installation programme for the Profibanka Application also g:probrL;o)r all 1ISO7816 TA1 param. ( up to
installs the SQL Server 2017.
Q Reading from and writing to all ISO 7816-
3.4 The Profibanka Application must be installed on the hard disk of 1,2,3,4 microproc. cards, T=0 and T=1 (
the Client's computer only once on the local disk (no network memory cards support upon request )
version is available). Short circuit detection.
ISO location, guarantee for 100,000
3.5 Any changes whatsoever to the Profibanka Application (e.g. insertion cycles - EMV level 1 mechanically
copying or moving the Profibanka Application) could result in its compliant.
malfunctioning, even in a hidden manner (this could for example Embossed smart cards are supported.
not exhibit itself until updating of the Application to a higher Host Interface USB (type A connector )
version). https://kb.sk/en/on-line-
3.6 Another condition for successful installation of the Profibanka S v level sEerv|ce.s/E'r\‘oélé)gsnga-cert|f|cate#|—1280
Application is correct installation of the network components — ecurity levels urope:
Microsoft network client and TCP/IP protocol. Advantage: IEC950: 1991, Am,3: 1995
USA: UL1950, third edition, 28.7.1995
3.7 Use of Java applets, ActiveX, scripting and cookies (ensured as Canada: CSA950
standard by the installation programme) must be allowed in Internet Corresponds to directive 73/23/EEC
options for the Profibanka Application to function correctly.
L . 4. Other requirements:
4. Communication requirements m Communicates with the MUjKIi¢ chip card
4.1 If there are set up restrictions for access and communication with = Allows for reading and writing
Internet (proxy, firewall), it is necessary to allow, https://*.kb.cz and
https://mujprofil.kb.cz. = Supports PKCS#11
m  Supports MS interface —for cryptographic operations
4.2 Komeréni banka does not resolve setting of the proxy server on the
client end. IV. Closing provisions
1. The Bank is entitled to unilaterally change the Technical Terms and
Conditions. The Bank shall inform the Client of change to the
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KB Technical conditions for users
e of the Profibanka and KB Skyline services

Technical Terms and Conditions no later than 1 month before they
become effective, with the exception of change to data format,
notification of which shall be provided no later than 3 months
before date this becomes effective.

2. The Client shall be informed of new Technical Terms and
Conditions with stipulation of their effectiveness and a link to them
(with the option of gaining them) by means of a notice displayed
before login to the pertinent application on the Bank’s website.

3. Provision of the Direct Banking Service shall take place according
to updated Technical conditions.

4. The Client is obliged to accept the Technical conditions for the
whole duration of the contractual relationship created on the basis
of the pertinent contract on provision of direct banking, otherwise
the Bank cannot guarantee the quality of Direct Banking services.

5. Terms starting with a capital letter are used in these Technical
conditions with the meaning as stipulated in the Conditions for
provision and use of direct banking issued by the Bank.

6. These Technical Terms and Conditions replace the Technical
Terms and Conditions of 20.8.2023.

7. These Technical conditions become effective on 1.11.2024.
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